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How good it will be if we can access the clients’ LAN (Local Area Network) and the Database from a remote LAN, without having to setup a costly WAN (Wide Area Network) infrastructure.  Or without having to live with the low speed of a dial-up connection and without compromising the security of the clients’ database and network! If such a solution is possible, small software development houses can remotely access the clients’ network to distribute the developed software, troubleshoot the implemented application and monitor the environment for possible bugs. More importantly, the client and the software service provider could be continents apart.

Internet Technology

With methods for securing data communications over the Internet becoming more sophisticated, many agencies are looking at a technology called Virtual Private Networking (VPN) to replace the costly dial-up and leased access services that remote users rely on to tap into internal private networks. VPNs offer all the security and stability of an old-style WAN at a significantly reduced cost. 

There are many products available today that allow us to setup low cost VPNs. One such example is Windows NT using the PPTP (Point to Point Tunneling Protocol).  A VPN provides high level of data security with encryption and decryption mechanisms.
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Figure D1 represents a possible VPN setup that connects a Head Office, Branch Office, External Organization, PCs with VPN client software and mobile users.

Where security is not a major concern, a similar functionality can be achieved using the IP Masquerading feature of a Firewall or a Router. This too will allow two LANs to connect to each other. 

If one uses a Linux host to connect to the Internet, the IP Masquerading feature (not available in all versions) of Linux allows all the computers connecting to it over a LAN (or though a dial-up connection) to access the Internet even if they do not have individual IP addresses. 

Figure D2 represents a setup of Linux with IP masquerading and Firewall that connects a Head Office, Branch Office and an External organization. 
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So, with the advent of the Internet, connecting and accessing a remote LAN has become much simpler and very cost effective.  With only a connection to an Internet Service Provider, a low cost WAN can be setup via a VPN or any of the other less secured mechanisms. 

Putting the Technology to Use

The following sections explain with a case study how software vendors can effectively use the Internet Technology as discussed above. The case study briefly looks at an Error Logging and Handling solution that uses a VPN or a similar facility.

Case Study

There are thousands of small software development houses and software service providers who provide custom solutions for clients. The services most often include maintaining the software either at the clients’ premises or remotely. The maintenance activity may be for a fixed time or for the entire life of the software product. 

Usually there is a user acceptance test of the product on delivery to the client. This is a crucial period for the product as users are exposed to the full functionality of the product for the first time. More often than not, the users form opinions at this stage of the product’s life. It is up to the developers to make the most of this phase. A little planning can go a long way in winning user acceptance and minimizing any negative effects the product can have.  

The most important thing in any software solution is the product itself. An important aspect of the product is – how well it copes with errors. In essence, error handling is a very crucial element that tremendously improves the image of the product.

Error Handling in Applications

Any developer will swear by the importance of proper error handling in applications. As error situations are something that cannot be predicted especially with the plethora of products and services that make up any system today, the application’s error handling routine needs to be as comprehensive as the situation demands.  Some of the important data that would be critical for a successful error handling routine would be:

· Application name

· Application version

· Program name 

· Program module 

· Error id 

· Error number 

· Error description 

· Date/Time

· User-Id

Here the error id is a system generated sequence number, the error description is a concatenated value of the default Oracle error message and all the variables that are involved in the transaction at the time the error condition happen. If the program modules are named so as to identify the programs they belong to, the program name column can be removed from the above list.

Error Monitoring

The hallmark of a great error handling routine is that it not only handles an error situation elegantly but also stores the relevant data for future use. The value addition comes into play when the development team or the maintenance team (we will use the term maintenance team for ease of understanding) is able to use the available data to the optimum. One of the prerequisites for this is monitoring the error data. This is useful for providing support to the user as well as diagnosing the problem conditions. 

Typically the maintenance team expects the user to log in a complaint when she/he encounters a problem in the application. This style is perfect when the product has stabilized and fully understood by the users. Before these important milestones, the support has to be proactive and not reactive. Thus, constant error monitoring is the key during these phases. 

User-Id Naming Standards

Most organizations have an Oracle user-id-naming standard. This can be easily extended to other network components such as the network domain, e-mail system etc. It proves to be very handy if the Oracle user-id is the same as the user’s e-mail name. If this is not the case, defining aliases in the e-mail system can save the day. The Oracle user-ids can be defined as the e-mail aliases. This means that the user can be reached by e-mail with the Oracle user-id, too. 

Provide The Support – Be Proactive

With all the above in place, it will be a cakewalk for the maintenance team to provide proactive support to the users. As soon as errors are logged in the error table, the users can be reached with valuable inputs via e-mail and/or the problem can be rectified and users notified. This is a surefire way to have some extremely satisfied and thrilled users.

For the purpose of the case study, a WebServer application was generated using Oracle Designer that creates PL/SQL code on the database server. A PL/SQL cartridge was defined on the Oracle Application Server that accesses the database server and the relevant PL/SQL codes when the application is invoked through an Internet Browser. The PL/SQL code outputs HTML, which is sent to the client's browser through the application server.

This application provides a facility to view the ‘Errorlog’ table located at the customer’s server and contact the user by e-mail. It also provides a facility to add/update actions taken on the errors by the maintenance team. The Project Manager or the Maintenance Head can monitor these actions. 

Figure D3 shows the setup for the above solution. 
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In the above figure, the software house has a LAN that uses a Linux host with IP masquerading to access the Internet. It has an Oracle Database Server A and an Oracle Application Server (OAS) and many PCs with Internet Browsers. The PL/SQL code resides on the Oracle Database Server A and has a database link defined to access the Oracle Database Server B at the client’s location.  A PL/SQL cartridge is defined on the OAS that accesses the Database Server A.  The Error Handling System (EHS) can be invoked from any of the PCs on the LAN. 

When applications implemented by the software house at the customer’s LAN encounter an error, it is logged into the Errorlog table in the Oracle Database Server B. The EHS accesses the errorlog table from the Database Server B for the maintenance team to view and take action. If the maintenance team monitors the applications with the help of the EHS system, problems can be fixed promptly even without the customer having to log an error or contact the maintenance team.

The main screens in the EHS application are shown below. 

Figure S1 is the opening screen of the EHS application.
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The main screen of the EHS application provides a menu as a set of hyperlinks. Modules for viewing the error logs, adding actions taken on errors and viewing the actions can be called from here. The ‘About’ module provides details of the application such as the version of OAS used, version of PL/SQL used etc.

Figure S2 is the screen for viewing the error logs.
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The View Error Log module provides a query screen upon invoking it.  The entries in the error log table can be queried with any of the criteria shown on the screen in Figure S2. 

Figure S3 is the screen for actually viewing the error logs.

On entering the query criteria in the screen shown on Figure S2 and pressing the ‘Find’ button, relevant records from the ‘Errorlog’ table are fetched and displayed on the screen shown in Figure S3. As seen in Figure S3, the User-Id has a hyperlink that invokes the ‘mailto’ function. This enables the maintenance team to contact the user with relevant tips on the error conditions.

If the maintenance team performs fixes in the user application or the user environment after viewing the error logs, the actions can be recorded using the ‘Add Action/s Taken on Errors’. This will also act as historical information on problems and fixes. Again, the user can be contacted after the problem has been fixed. 

The maintenance head can use the module ‘View Action/s Taken on Errors’ to view which team member has taken what action/s on the errors.  

In the past, establishing such WAN connections was very costly and not affordable by many organizations.  Today, technology provides the backbone to provide much more proactive services. 
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The EHS is a very basic application that can be extended to cover many aspects of the maintenance activity or a Help Desk. The reader can extend these principles further to cover other requirements to provide proactive support to customers. The main idea here was to show the use of the available technology to the optimum. 
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